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Introduction
With the growing variety of scenarios, environments, and end users, system designers have begun to look at incorporating features to provide human centric capabilities in their designs. This is being done by focusing on both human factors (psychology, sociology, culture, etc.) and engineering disciplines (context awareness, AI, HCI, etc.). While these areas offer great promise, they are not without drawbacks and concerns such as interruptions, privacy, security, control, and so on. This paper focuses on addressing one such drawback inherent in today's human centric systems, namely the problem of user interruptions caused by system generated events, notifications, or errors. While this problem may not be very serious today, it could become so in the near future with the growing popularity of pervasive and context aware systems, intelligent phones, smart homes and other environments. This problem is important because interruptions are necessary for a variety of reasons; maybe to notify the user of impending tasks, warnings and errors, or elicit information from the user to continue current activities, or even periodically update user with the state of activities in progress. Since such interruptions cannot be eliminated, they need to be handled in a manner that does not affect system services or human system interaction, but at the same time reduces their deleterious effects on user performance and activities. We focus on the fundamentals of system generated interruption and discuss in detail existing solutions for handling this problem, with the help of a comp rehensive taxonomy. We outline a methodology for designing these systems and propose incorporating user preferences and other relevant information in the system design process to assist designers in reducing interruptions and their impact. Implementation and examples of our approach are discussed briefly in this paper but are the focus of another forthcoming work [59] .
The paper is organized as follows. Section 2 presents a background of system generated interruptions along with their types, properties, causes, and effects. Section 3 introduces a taxonomy of existing solutions for handling interruptions. Section 4 outlines our approach for interruption aware systems design while Section 5 presents a design process that incorporates our approach for developing interruption aware systems. Section 6 concludes the paper with a summary and discussion on future work and directions in interruption awareness.
Interruptions: Background, Properties, and Effects
The following definition has been considered as a general unified definition for interruption. It covers interruption caused to humans by other humans and interruption caused to humans by systems or devices. (2) perception, or (3) physical action." [41] Based on the above definition, the following working definition of system generated interruption is provided:
"… Interruption is the process of coordinating abrupt change in people's activities. … Postulate 1: This abrupt change involves one or more of a person's modes of activity: (1) cognition
"A break in the continuity or uniformity of a user's activity, focus, or cognition, caused by system generated events during human-system interaction."
There is considerable work on the general effects of interruption, both human and system generated, and their causes and properties [18, 28, 39, 49] . Research in user interruption handling, resolution and awareness, on the other hand, is quite recent and not extensive [28, 38, 52] . In all, as we shall see in the next sections, most efforts concentrate on rigid implementations and static rules that are not compatible across domains. Figure 1 illustrates the characteristics, types and causes of system generated user interruption. System generated interruptions can be caused by a variety of factors, as indicated by many researchers [13, 14, 21, 28, 39, 53] .
Figure 1. The Basic Fundamentals of System Generated User Interruption
Given the diversity of systems today, some of these factors are the services they provide, errors that may occur, notifications, updates, and user-system or user-user interaction, etc. The Figure also illustrates the main characteristics of interruptions, namely, frequency, duration, content, complexity, and timing. Essentially, these properties identify how often they occur in a system, how long they last, what is their purpose, and how much work the user will have to do to resolve them. Although there may be many ways of classifying interruptions, we prefer to categorize them based on the user's perceptibility of an i nterruption. In this regard, active interruptions are interruptions that are highly perceptible by the user when compared to passive interruptions which can be thought of as peripheral in nature and which do not directly attract the user's attention.
Interruptions are prevalent in many of today's applications and scenarios: control stations, airplane cockpits, collaborative systems , cell phones, and so on. Such systems are highly dynamic, responsive, multimodal, and pervasive. These features make them prone to frequent, untimely, sudden, or even erroneous interruptions. The effects of such interruptions can range from mildly annoying to catastrophic [8, 33, 55] . There have been many experimental and field studies performed in an attempt to measure the benefits and drawbacks of interruptions. Some measured the cost of interruptions in terms of recovery time [21, 53] , task execution [2] , accuracy of post-interruption tasks [30] , and even evaluation of learned models [26, 27] . Others focused on the effects in terms of physical and mental stress [32] . Generally, there is an overall agreement that the hindrances caused due to interruptions largely outnumber their benefits. Based on the literature, the following is a summary of the effects of interruption:
Delays To summarize, interruptions are essential. They cannot be eliminated and their effects may range from mildly annoying to catastrophic. In the next section we will look at existing interruption handling techniques.
Interruption Handling
Over the past two decades, there have been some encouraging efforts to tackle the issue of handling user interruptions. Figure 2 illustrates a taxonomy representing various solutions for handling system generated interruptions. These efforts can be categorized into two classes: one that focuses on the users themselves handling such interruptions and the second focuses on enhancing or modifying aspects of system design in order to reduce or eliminate the interruptions' disruptive effects. Next, we briefly discuss each of these techniques with examples.
Figure 2. Taxonomy of Solutions for Handling
System-generated Interruptions
User Driven Approaches
User driven approaches mainly focus on providing users with additional support, guidelines and information, in order to overcome interruptions without adversely affecting their task performance. Based on the relatively limited research in domains such as air traffic control, business environments, and so on, user driven approaches to interruption handling can be broadly categorized into four types, namely training-based, lag or delay based, fragmentation-based, and smoothing.
For training-based interruption solutions, research suggests that advanced training and preparation can be useful for handling interruptions in human computer interaction by employing rehearsal, memorization or context recovery for negating some effects caused by memory loss of the original task [18, 21, 40, 42] . Studies and experiments in prospective goal encoding and retrospective rehearsal [11, 22, 47, 54] indicate that users can employ interruption lag to prepare for their original tasks, suggesting that training and lag based methods work in combination to improve the performance after interruptions. Fragmentation of activities around interruption activities or vice versa also can provide users with some flexibility and reduce hindrances. Some studies and evaluations [7, 9, 35, 45] have been conducted which propose the division of tasks based on their phases of planning and execution such that interruptions can be handled more easily. Such studies also show that users' tasks are typically interleaved and it is possible to obtain specific points in multiple activities in order to interrupt the user for a least possible negative effect. On the other hand, research on smoothing by offering early warnings or cues indicates that benefit can be achieved if the interruptions are complex and time consuming, or socially disruptive as in cases of mobile devices [3, 16, 23] . Cues and warnings, either subtle or active, are important because they provide users with advance preparation time to more effectively handle interruptions.
These studies show that while user-driven methods can be employed as a first response towards handling interruptions, they do not necessarily produce significant increase in user performance or productivity and may also have the following drawbacks.
Interruptions are not resolved, and the user herself has to take active steps to avoid hindrances caused by interruptions. This involves more time and cognitive effort spent in returning to the original tasks and results in performance improvements being marginal at best. Considerable increase in the overall workload of users. They have to perform pre -interruption and postinterruption activities to make interruptions smooth. These activities may involve memorizing or trying to remember the state of the original activity, making notes, preparing for impending interruptions, etc. Incur additional costs in terms of time, user training, capital and so on. This has been noticed especially in training activities for assembly lines, warehouses, etc. Not always do production managers have to apply scheduling or supply chain principles to avoid interruptions. Need to be effectively conducted. In case of multiple activities and frequent interruptions, users need to keep records of original tasks, state of each task, and variables involved before handling the interruptions so that they can smoothly switch back to those tasks after the interrupting tasks have been handled. Suited for applications where interruptions are routine, repetitive and predictive. In dynamic, mobile or responsive environments, the randomness of interruptions, situations and surrounding criteria have a bearing on these methods and make them less effective.
To summarize, user-driven approaches only partially resolve interruption handling, and involve considerable time and effort on the part of the user, neither of which is always possible or feasible. Below, we discuss the second category of interruptions handling techniques.
System Driven Approaches
In contrast to user-driven approaches, there is considerable amo unt of research in system driven approaches. This research however is distributed in a variety of disciplines such as workplace management, computer supported cooperative work (CSCW), user interface design, context -aware systems, artificial intelligence and so on. The majority of this research is also relatively limited in scope because it is application specific, or focuses on notifications and human computer interaction, rather than actual interruption handling. System driven approaches are broadly categorized into two types (Figure 2 ): one where system functionality or the underlying model is modified to resolve interruptions, while in the other interruptions themselves are enhanced to remove their disruptive properties. We discuss both of these categories below.
Enhancing System Design
The most popular and widely employed method of reducing hindrances caused due to interruptions has been to enhance the design of the system, its underlying model and its components, such as user interfaces, system services, and so on.
Research on enhancing system services such as Instant Messaging and communication [5, 13, 14] focuses on developing techniques for handling notifications. Evaluation of performance and responsiveness due to notifications conducted in such studies underscores the harmful effects of interruptions. Efforts on providing other services, for example those by Abowd et.al. and Ramchurn et.al., are based on user location to handle interruptions [1, 48] . Interruption handling here focuses on adapting services and interfaces based on user situation and location. Other areas of growing interest to interruption handling designers are those of smart homes and tangible interfaces. Due to responsiveness and dynamism in these types of systems, there is a necessity to effectively manage the services they provide. Surveys of research on smart homes [43] and interfaces [29] suggest that the use of learning techniques, sensors, ambient systems and wireless technologies has enabled such systems to become human centric, but as a result they have also become highly disruptive, partly due to their properties and partly due to lack of user training and experience in using such systems.
Interface design has been a widely targeted area for human computer interaction designers. Shneiderman [51] discusses user interface design as the first step towards achieving effective human computer interaction. It is also a way of resolving interruptions [6, 24, 31] . These works focus on developing innovative user interfaces that are dynamic and pervasive in nature and provide awareness of situations and events so that the user is prepared for eventual interruptions. Some of these are web-based, some are pervasive and located throughout the user's environment, while others are transparent and multilayered to provide users with the best possible means for maintaining task awareness.
In addition to user interface design and information awareness, enhancing the system model can also help in resolving interruptions and make interaction more human centric. Studies such as [26, 27, 37, 46] discuss the need for effective recognition of users' cognitive needs and limitations, attentional focus, decision making abilities and so on, during the design process in order to make user system interaction smooth and non-disruptive. Modeling languages and interface specification tools can be employed to develop system models to detect possible interruption scenarios.
Sensors, learning models, decision aids, information awareness t ools, etc., can also help support systems in making interaction less disruptive. These can be used in conjunction with a variety of awareness, mining and learning techniques, to generate effective interruption aware system models. Such models allow systems to be aware of events, user behavior, surrounding situations and so on, thus allowing them to channel interruptions in a more appropriate manner. There is considerable research on providing awareness [26, 27, 52, 58] and intelligence [19, 20, 25, 26] . Most of the focus here is on making systems dynamic, responsive and aware of users and their surroundings. This is an active approach wherein the system manages the interaction to suit the users' needs. Applications of these approaches include virtual office assistants, augmented instant messaging, virtual tour guides, cell phones, and so on.
Enhancing Interruption Design
Interruptions can also be resolved by enhancing the design of the interrupting entities themselves. This includes enhancing the interrupting modality, making the interruption mediator based, or animation based, making the interruptions cognitively simple and easy to resolve, and interrupting by changing the type of interruption modality.
Interrupting users based on the modality was studied by [4] and [12] where responses by the system to users during user-system interaction were enhanced by the use of various modalities such as heat, smell, sound, vibration and light. Results in these studies and others [56] indicate that active interruptions, such as sound, are more disruptive than passive interruptions, such as heat, light or vibration. In other words, differences in multimodal responses interrupt users to varying degrees. Other works employ similar multimodal techniques for user-system interaction to provide the user with appropriate interaction capabilities and reduce hindrance caused due to interruptions [36] . Animation or graphics based techniques [34, 38] are also being studied for passively interrupting users. While animation has not been solely used as the interruption modality, it is often used in combination with other GUI based methods seen in instant messaging, calendaring and scheduling software.
There is some research in the areas of mediator based, cognition based and characteristic based interruption handling. For instance, [5] and [15] employ agents -based software mediators that communicate between the users and the system responses to identify events and activities and provide smooth interruptions. Cognition based interruption handling involves the design of interruptions such that they can be easily understood and resolved by the user. This is usually done at the user interface level, and substantial literature is available on such design approach [46, 51] . Research on characteristic based interruption handling is rarer. For example [50] addresses different kinds of alarms for different types of interruptions in control room environments. In general, interrupting entities are handled manually (such as setting schedules, reminders, email notifications, cell phone tunes, and so on), while automated methods are based on high level user interface or system design requirements. Examples of these may be non-negotiable critical error messages, option driven dialog boxes, etc.
Research on system driven techniques suggests that they are more effective compared to user based solutions. However, it was noted that most system driven techniques are application specific and cannot be applied across domains. Many techniques do not address interruptions directly but rather as part of a higher set of requirements such as awareness or intelligence, and hence do not fully solve specific issues related to interruptions. It was also noticed that there is very little research, if any, on the development of frameworks and methodologies for handling interruptions, and there exists no comprehensive taxonomy to summarize the methods employed for interruption handling. In the next section we introduce and examine a proposed solution for interruption handling that incorporates a human perspective approach for developing interruption aware models.
The Proposed Approach
The proposed solution is a system driven approach, i.e., the system is designed in such a manner that it is able to learn about the situation a user may be in and interrupts appropriately such as to cause the least amount of hindrance. In order to do this, principles from human factors engineering, machine learning and software programming are employed. This approach not only improves system design but also enhances the interrupting components themselves.
The problem with most approaches that employ learning, recognition or awareness techniques for interruption handling is that they focus on human activity or behavior inference, which is an extremely complex task. This task is further complicated by the inherent uncertainty in human activity or behavior processes and their random dependence on surrounding conditions. Instead, we aim to circumvent the complexity of activity inference by providing a simpler human perspective based approach that incorporates first hand information from users via surveys, field studies and experience sampling to accurately recognize and learn about the interruptability of a user. In doing so, uncertainty in activity or behavior inference is avoided while maintaining a high level of accuracy and scenario independence for interruption handling purposes. Figure 3 illustrates our approach, which consists of a three-phase process, namely, pre -design information elicitation part, interruption-aware model learning phase, and a post-design preference elicitation part. The first part gathers information about user interruptability, day-to-day activity, responses, preferences, etc., by means of surveys, field studies and experience sampling. This is important because, it provides data for generating the learning model and also helps in selecting the attributes, sensors and other tools required for implementing such a system. The second part is where all the information gathered is converted into a trained learning model by employing machine learning algorithms. The conversion may be done via manual observation, statistical techniques, or automated mining tools. The conversion results in the generation of rules, policies, constraints and training datasets needed for building the learning model. The model can then be used to sense new events and situations and respond accordingly in an interruption aware manner. But since user behavior and preferences are highly variable, there needs to be a mechanism that makes the system effective for any situation and any type of user. To resolve this, the third part is required which essentially gathers individual user's preferences during system use and refines the learned model appropriately. Machine learning approaches provide greater advantages than static rules or case based approaches . Figure 4 shows an example of how the information elicitation process gathers data via the human perspective based approach, converts it to training information for the machine learning algorithms, which then generate respective interruption-aware models. These models can then be used to respond appropriately to new interruptions based on user situations. This human perspective based approach ensures that user preferences, needs, and other situational aspects are effectively incorporated. Work is currently being done in employing this approach to simulate diverse scenarios such as cell phones and virtual secretaries, both of which are highly prone to interruptions, and furthermore are experiencing rapid growth in popularity and use. Results of this work are not the scope of this paper but are reported in a forthcoming publication [59] . In the next section, we will see how our approach fits in a typical system design process.
An Interruption Aware System Design Process
Engineering design processes typically consist of a standard set of steps that need to be performed in sequence starting with activities like requirements analysis, goal determination, and ending with prototyping and evaluation [17, 44, 57] . Many stages are repetitive because a developed entity may need to be modified and refined to suit design goals and requirements. Software design processes are similar to those for engineering design (e.g. Waterfall Model, or Spiral Model), with the main differences being the actual system design stages which may differ based on design approaches, application domains, enabling technologies, and so on [10] . Figure 5 shows a typical system design process, modified to incorporate human perspective based on information elicitation stages before and after the design has been completed. In a human perspective approach, such as that proposed here, the idea is to incorporate as much information as possible directly from end-users. As the Figure suggests , the first and last stages of the design process are similar to a conventional software design process. Prior to the actual design and implementation phases, scenario definitions, requirements analysis, goals, objectives and needs definitions, and feasibility studies are performed. For example, to design an interruption aware cell phone, designers need to formulate the scenario and its constraints, goals, use cases, environments, etc. They also need to determine its functional requirements, based on objectives , and needs from user studies. Feasibility studies are required to determine field usability, their projected technical needs, development costs, and any other relevant factors.
Once pre-design stages are complete, the methodology calls for pre-design information elicitation to gather data for use in the actual design process. This is done by employing a variety of user based data collection techniques like surveys, field studies and experience sampling. Currently, a manual data collection process is used in our simulations, but the idea is to employ user based design, participatory design, and so on, to automate the information elicitation process. This stage provides designers with knowledge about the selection of attributes, sensors, and other enabling technologies for implementation and prototyping stages. Other issues such as user preferences, characteristics, surroundings and interruptability are also determined here and incorporated into the system design. Once this stage is complete, collected data can be used to develop rules, policies, constraints, and even training information for the development of models, and prototypes. After these are generated, they can be directly used in the implementation phase, or can be used to refine the architecture development, and sensor/component selection process. A host of enabling technologies can be employed, the choice of which normally would have been made during the initial design and elicitation stages.
Prototypes developed are evaluated and tested, not only for functional performance but also usability, ergonomics, and other human and system factors such as userfriendliness, human centeredness, robustness, security, and so on.
Our methodology adds post-design preference elicitation activities in the development and deployment stages. In other words, after the interruption aware system has been deployed in the real world, users can perform preference based modifications to system functionality by supplying it with the required information directly. We are currently working on developing various scenarios using this methodology. Specifically, we are focusing on interruption aware cell phones and virtual gatekeepers. In this work, we employ our human perspective based approach to elicit information that is used to create training datasets for generating awareness models for both scenarios. The awareness models are then 'installed' in scenario simulators to test their functional and end-user validity. Further details of this work are currently being made in forthcoming papers.
Conclusions and Future Work
Given the current popularity of pervasive systems, intelligent devices, and human centric design approaches, what is required is a thorough understanding of how interruptions are caused and how they can be avoided. Better design principles and technologies can certainly help in reducing the effects of interruptions, while at the same time user driven approaches can offer temporary solutions for the problem. In this paper, we have addressed the subject of user interruptions generated by system events, notifications, errors and other activities. We have defined the problem, presented basic terminology, and discussed in depth the existing solutions available to address this problem. We have also discussed their advantages and shortcomings. In addition, we have tackled this problem with a solution that actively incorporates information from users and their surroundings in the design process, as well as during and after use. We also presented a general design process for human perspective based des ign of interruption aware systems. We have been implementing this design methodology and carrying out experimentation to verify the proposed ideas' performance and robustness. These results will be documented in future papers [59] .
